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SHERLOCK HOLMES: ÒIt is of the h ighest 
importance in the a r t of de tect ion t o be able 
t o recognize out of a n umber of f acts w hich 
are incidental an d which vital.  Othe rwise 
your en ergy and at t ent ion must be dissi pated 
instead of bein g concentr ated.Ó

-Sir Arthu r Conan Doyle, 
ÒThe Adventu re of the Reig ate Squire,Ó 
The Str and Magazine (1893)
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Intr oduct ion

What is f orensic analysis?

Forensic analysis vs. intr usion detect ion

The Problem: Garbage in, Garbage Out

Exist ing work?
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Logged Data vs. 
Forensic Ut ility
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Exist ing Work

Ad Hoc:

Focused solut ions: Syslog, TCPwrappers, CoronerÕs 
Toolkit, Tr ipwire, LAFS [Wee95], othe r Þl e audit ing 
[Bishop88]

Global solut ions: Òtoolbox a pproachÓ [e.g. Far mer & 
Venema 2004], Sun BSM, BackTracker [ King06], 
Funct ion Call M onit or ing [Peiser t, Bishop, et a l., sub 
t o IEEE TDSC 2006]

Models: Model of Audit ing and Logging [Bishop89], 
Analysis of In tr usions [Gross97], Model of Se cur ity 
Monit or ing [Kuper man04]
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Background

Must be a be t t er solut ion!

Pr inciples of Forensic Analysis 
[Peiser t, Bishop, et a l. in NSPWÕ05]

Guidelines of a F orensic Model 
[Peiser t, Bishop, et a l., sub. t o SADFEÕ07]
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How Do We Do Good 
Forensics?

Pr inciple 1: Consider the en t ire system

Pr inciple 2: DonÕt ma ke assumpt ions about a t tacks

Pr inciple 3: Consider e f f ects, not ju st a ct ions

Pr inciple 4: Context a ssists in u nderstanding

Pr inciple 5: Act ions and r esults must be 
presented in a wa y tha t is ana lyzable by a 
human

But w hatÕs in a g ood f orensic model?
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Pr inciple 1

Pr inciple 1: Consider the En t ire System

Guideline: In dicate the inf or mat ion t o log 
and let the ana lyst c hoose whethe r t o 
record inf or mat ion

Guideline: Provide tu ning parameters

Guideline: Aut omated metr ics could help
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Pr inciple 2

Pr inciple 2: DonÕt ma ke assumpt ions about 
at tacks

Guideline: Place bounds on unknown stages 
of a t tacks
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Pr inciple 3

Pr inciple 3: Consider e f f ects, not ju st a ct ions

Guideline: Consider both p re-condit ions 
and post-condit ions
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Pr inciple 4

Pr inciple 4: Context a ssists in u nderstanding

Guideline: Consider the c ontextua l 
elements su r rounding an event, e.g., 
credent ials, IP a ddresses, environment 
var iables.
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Pr inciple 5

Pr inciple 5: Act ions and r esults must be p resented 
in a wa y tha t is ana lyzable by a hu man.

Guideline: Make the da ta wel l- for med 
[Bishop95]

Guideline: Enable associat ion of dis crete events 
t o analyze larger a t tacks [Zhou, et a l. 07]

Guideline: Make logged events an d actua l 
events o ne-t o-one t o enable aut omated 
tr anslat ion.

12



Our Approach

Builds upon f orensic pr inciples & gui delines

Builds upon f or malizat ion of m ult i-stage at tacks 

[Templet on & Levit t NSPWÕ00]

[Zhou, Car lson, Bishop, et a l. TISSECÕ07]

Uses requires/provides model

[Sub. t o OaklandÕ06; Peiser t, Bishop et a l.]
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DeÞnit ions

Òat tackÓ: sequence of e vents tha t viol ates a 
secur ity p olicy (could be in ternal, as in the 
insider p roblem [Bishop & Peiser t: UC Davis 
Tech Report CSE-2006-20])

ÒgoalÓ: to achieve a par t icular r esult o r 
violat ion

Òat tack g raphÓ: Mult iple goals l iked t ogethe r 
in dependency order ( related t o [Schneier99])
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Assumpt ions

We know an at tack/ intr usion/ someth ing has 
taken place.  ( WeÕre analyzing, not 
detect ing.)

The f orensic softwa re obtains accurate 
infor mat ion fr om the system.

The f orensic softwa re is able t o report th is 
infor mat ion cor rectl y. [ Thompson CACMÕ84]
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Basic At tack Graph
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start of attack
intermediate steps

(too many!) end goals of intruder
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Complex At tack Graph

a b c d
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Metho dology

1.Star t w ith an a t tack g raph r epresent ing 
at tacker g oals t o achieve a set of r esults

2.Work backward fr om ult imate goal

3.Generate a 6 -tu ple fr om each goal

4.Extr act inf or mat ion t o log fr om 6-tu ple
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Choosing ÒGoalsÓ and Building At tack Graph

Building Requires/ Provides Capability P airs

Extr act ing Data t o Log fr om the For malizat ion

Interpret ing Logged Data

Premise and Metho dology of 
Building Models, Logging, and 

Interpret ing Data
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Choosing ÒGoalsÓ

Currentl y manual.  Eventua lly:

Based on policy? [Bishop, Wee, & Frank 1996]

How t o deÞne policy? [Bishop & Peiser t, 2006 
UC Davis Tech Report ]

Hard!  

e.g. Òno wr it es downÓ Ð Bell & L aPadula
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capabilit ies: a 6 -tu ple (based on [Zhou07])

src/ dest

credent ials

act ions

ser vices

propert ies

Building Requires/
Provides Pairs
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Intui t ion
Funct ions
λ: outputs an 8-tu ple r epresent ing the 
combined capability pair( s)
τ: helps t o put bo unds on an unknown 
inter mediate step
µ : u nions togethe r mult iple goals

Algor ithms
BOUND-UNKNOWNS
ANALYZE-ATTACK-GRAPH
ANALYZE-GOAL

Extr act ing the Da ta t o Log 
fr om the For malizat ion
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Applying Tau

Unknown
Exploit

Contact
Network
Program

Ultimate Goal:
Execute Root Shell

Contact.requires

Contact.provides Root_Shell.provides
Root_Shell.requires

Unknown Capabilities Provided
Unknown

Capabilities
Required

Remote
System

Intermediate Goal:
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BOUND-UNKNOWNS Alg:
Applying Tau and Mu

a

c

b
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Analysis Algor ithms

ANALYZE-ATTACK-Graph

ANALYZE-GOAL

Filt er b y sr c, dest, and cr edent ial

Deter mine logging point ( e.g. kernel call, 
hardware) by act ion, svc., and property

Deter mine data t o log (e.g. syscall, syscall 
params, assembly code, environment )
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Example 1: Mor r is Wor m

Exploit to
Get Shell

Contact
Machine

Contact
Remote
Machine

Copy
Code
Out

Network 
Transfer of  
Bootstrap & 
Worm Code

Execute
Bootstrap 
& Worm
Code

Exploit
Remote
Machine

Compile
Bootstrap 
& Worm
Code

[Bishop88, Eichin & Rochlis Õ89, 
Seeley89, Spaf ford89]
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Example 2: Spyware

Pass 
Around

Password

Capture
Password Send Password

Over Network

Capture.requires

Capture.provides Send.provides
Send.requires

Unknown Capabilities Provided
Unknown

Capabilities
Required

Intermediate Goal:

[A. Singer, ÒTempt ing Fate,Ó USENIX ;l ogin:, FebÕ05]
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Spyware: What t o 
record?

Two th ings:

Captu r ing the pa ssword

Monit or p rogram that is e xpected t o 
ask f or i t.

Sending the pa ssword

Opening and use of a so cket
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Spyware: Modeling Goals

Captu re_Password.requires:

{(local, l ocal, ANY(uid:u), r ead, ANY(PA) ^ ANY(shell) ^ k ernel, 

password:P)}
Captu re_Password.provides

{(local, l ocal, ANY(uid:u), ¿, Account(P), password:P)}

Send_Password.requires:

{(local, ANY(IP), ANY(uid:u), Communicate.send, ANY(Program), 

password:P)}
Send_Password.provides:

{(ANY(IP), local, ¿, Communicate.connect, l ogin(P), Account( P))}
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Implementat ion Details

FreeBSD 5.x System

Flaws are r e-cr eat ions of actua l exploits 
(Spyware example fr om SDSC intr usion)

Mostl y instr umented kernel t o get da ta
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Implementat ion Results 
of Example 2

Prog Call Arg2
Arg4.

sa_data RetVal

ssh pam_
authent icate 0

ssh socket 0

ssh sendto MyPasswd 192.168.0.1 8
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[8lgm]-Advisory-3.UNIX.lpr.19-Aug-1991

lpr is/ was setui d root

A symbolic l ink is cr eated fr om a Þle t o / et c/ passwd.

lpr is c alled 99 t imes

On the 100th t ime, the Þr st sp ool Þle is r eused, and with the  

-s  argument, lp r f ollows the syml ink t o / et c/ passwd and copies 
a speciÞed Þle t o the de st inat ion of the syml ink, having been 
running as root.

Mult iple ßaws: non-at omic open (creat ), r e-use of spools, et c...

Example 3: lp r Bug
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lpr b ug: What da ta t o 
record?

Two steps:

open() syscall w hen lpr r eads (and accepts) 
the t emp Þle tha t we ha ve arbitr ar ily 
wr it t en

include symlinks!
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lpr b ug capability pair

Modify_pa sswd.requires:

{(local, l ocal, uid=ANY(uid:u) ^ eui d=root,
Wr it e, Þle, / et c/ passwd )}

Modify_pa sswd.provides:

{( l ocal, l ocal, user:u, Wr it e, Þle, / et c/ passwd

   l ocal, l ocal, user:u, know, ALL(users), username

   l ocal, l ocal, user:u, Wr it e, ALL(users), Accounts
)}
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Implementat ion Results 
of Example 3

Prog R/ Euid Syscall Arg1 Arg2
File1
UID

File2
UID

lpr 1001/ 1001 open / t mp/.t mp.477 READ 1001

lpr 1001/ 0 symlink / t mp/.t mp.477
/ var/ spool/

dfA292
1001 0

lpr 1001/ 1001 r m / t mp/.t mp.477 1001

lpr 1001/ 1001 symlink /et c/ passwd / t mp/.t mp.477 0 1001

lpr 1001/ 0 open / var/ spool/
dfA292

WRITE, TRUNC, 
CREAT

0
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Futu re Work

More examples & implementat ions
EfÞciency measurements & c ompar isons
Relat ive t ime
Universal path ID t o associate & m inimize data.
Policy Discovery

...t o generate at tack g raphs

...t o do aut omated tr anslat ion of c apability pair s 
t o data necessary t o log and where t o log it
...t o make logged data & e vents 1:1
...t o prove completeness of model
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Conclusions

Forensics is cur rentl y a d hoc; a model of f orensics is 
necessary.

A model needs t o be efÞcient and ef f ect ive.

We presented an example of a f orensic model 
(ÒLaocošnÓ) based on f orensic pr inciples.

Exper imental r esults show tha t th is model of 
forensic analysis seems to work.

Helps to ident ify an d analyze intr usions quickly
Mindfu l of n ot r ecording t oo much or t oo lit tl e 
data, or ju st the wr ong data.
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