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SHERDCK HOLMESQt is of the h ighest
Importance in the a rt of de tection to be able
to recognize out of a n umber of f acts w hich
are incidental and which vital. Othe rwise
your energy and attention must be dissi pated
instead of bein g concentr atedO

-Sir Arthur Conan Doyle,
O'he Adventu re of the Reig ate SquireO
The Strand Magazine (1893)




INntr oduct ion

What is f orensic analysis?
Forensic analysis vs. intr usion detect ion

The Problem: Garbage in, Garbage Out

Existing work?




Logged Data vs.
Forensic Ut ility

a

ic utility

forens

amount of data collected




Existing Work

Ad Hoc:;

Focused solutions: Syslog, TCPwiappers, Coroner®
Toolkit, Tripwire, LAFS [Wee95], other bl e auditing
[Bish@p88]

Global solutions. Obolbox approachO[ e.g. Farmer &
Venema 2004], Sun BSM, BackTracker [ King06],
Function Call M onitoring [Peisert, Bishop, et al., sub
to IEEETDSC 2006]

Models: Model of Auditing and Logging [Bish@89],
Analysis of In tr usions [Gross97], Model of Se curity
Monitoring [ Kuper man04]




Background

Must be a be tter solution!

Principles of Forensic Analysis
[Peisert, Bishop, et a |. in NSPWOO05]

Guidelines of a Forensic M odel
[Peisert, Bishop, et a l., sub. t o SADFEOQ7]




How Do We Do Good
Forensics?

Principle 1. Cansider the en tire system

Principle 2: DonOma ke assunptions about a ttacks
Principle 3: Consider effects, not ju st a ctions
Principle 4: Context a ssids in u nder standing

Principle 5. Actions and results must be
preserted in away thatis analyzable by a
human

Bu w hat® in a g ood f orensic model?




Principle 1

Principle 1. Cansider the En tire System

Guideline: In dicate the inf ormaion to log
and let the ana lyst ¢ hoose whethert o
record informaion

Guideline: Provide tu ning parameters

Guideline: Automaed metr ics could help




Principle 2

Principle 2: DonOma ke assumptions about
attacks

Guideline: Place bounds on unknown stages
of attacks




Principle 3

Principle 3: Consider e ffects, not ju st a ctions

Guideline: Consider both p re-conditions
and post-condit ions
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Principle 4

Principle 4. Context a ssids in u nderstanding

Guideline: Consider the ¢ ontextual
elements surrounding an evernt, e.g.,
crederntials, IP a ddresses, environment
variables.

11




Principle 5

Principle 5: Actions and results must be p reserned
In away thatis ana lyzable by a hu man.

Guideline: Make the data well-formed
[Bish@95]

Guideline: Enable assaciation of discrete events
to analyze larger attacks [Zhou, et al. 07]

Guideline: Make logged events an d actual
events o ne-t o-one t o enable automa ed
tr anslat ion.
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Our Approach

Builds upon forensic principles & guidelines
Builds upon formalization of multi-stage attacks
[Templeton & Levitt NSPWOO)]
[Zhou, Carlson, Bishop, et al. TISSECO07]
Uses requires/provides model

[Sub t 0 OaklandO06Peisert, Bishop et a |.]
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Depnit ions

OatackO: sequene of e vents tha t viol ates a
security p olicy (could be internal, as in the
iInsider problem [Bishg & Peisert: UC Davis
Tech Report CSE-2006-20])

OgwalO: to achieve a particularr esult or
violat ion

Oatack graphO: Mutiple goals liked t ogether
In dependency order (related t o [Schneier99])
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Assump ions

We know an attack/ intr usion/ someth ing has
taken place. (We@e analyzing, not
detecting.)

The forensic software obtains accurate
iInforma ion fr om the system.

The forensic software is able toreport th is
informa ion correctl y. [ Thompsan CACMO84]
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Basic Attack Graph

intermediate steps

start of attack

(too many!)
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Camplex Attack Graph
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Metho dology

1.Start w ith an attack graph represening
attacker g oals t o achieve a set of r esults

2.Work backward fr om ultimate goal
3.Gererate a 6 -tu ple fr om each goal

4.Extract inf ormaion to log fr om 6-tu ple
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Premise and Metho dology of
Building Models, Logging, and
Interpreting Data

Choosing U5 calsOand Building Attack Graph
Building Requires/ Provides Capability P airs
Extracting Data t o Log fr om the Formalization

Interpreting Logged Data

19




Chaoosing (5aalsO

Curently manual. Eventually:
Based on policy? [Bisha, Wee, & Frank 1996]

How t o dePne policy? [Bishq & Peisert, 2006
UC Davis Tech Report]

Har d!

e.g. Om writes downOb Bell & L aPadula
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Building Requires/
Provides Pairs

capabilities: a 6 -tu ple (based on [ZhouO7])
src/ dest
crederntials
actions
services

properties

21




Extracting the Datato Log
fr om the Formalizat ion

Intuition
Functions
A :outputs an 8-tu ple represernting the
combined capability pair( S)
T : helps t o put bo unds on an unknown
Intermediate step
L : U nions together multiple goals
Algorithms
BOUNDUNKNOWNS
ANALYZE-ATTACKGRAPH
ANALYZE-GOAL
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Applying Tau

Intermediate Goal:

Contact .
Network Ultimate Goal:

Unknown
Exploit

____Remote
System

Root_Shell.require
Root_Shell.provides

Contact.requires Unknown
Capabilities
Required

Unknown Capabilities Provided
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BOUNDUNKNOWNS Alg:
Applying Tau and Mu
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Analysis Algorithms

ANALYZE-ATTACKGraph
ANALYZE-GOAL
Fiter by src, dest, and credential

Deter mine logging point ( e.g. kernel call,
hardware) by action, svc., and property

Determine data t o log (e.g. syscall, syscall
params assembly code, environment)
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Example 1: Morris Worm

C Exploit to ﬁ é % é é
Get Shell

Contact Network Compile Execute Contact Exploit Copy
Machine Transfer of Bootstrap Bootstrap Remote Remote Code
Bootstrap & & Worm & Worm  Machine Machine Out

Worm Code Code Code

[Bishaq88, Eichin & Rochlis O89
Seeley89, Spafford89]
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Example 2: Spyware

Intermediate Goal:
Capture
Password Send Password

Pass Over Network

Around JQT.
) PaSSWO rC Send.requires |
\ Send.provides
A / \
Captur/e.requwes Unknown

Capabilities Unknown Capabilities Provided

Required

/

[A. Singer, Ofemp ing Fate QUSENIX ;l ogin:, FebOO05]
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Spyware: Whatt o
record?

Two things:
Captu ring the pa ssword

Monitor program that is e xpected to
ask forit.

Sending the pa ssword

Opening and use of a so cket
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Spyware: Modeling Goals

Capture_Password.requires:
{(local, local, ANY @id:u), read, ANYPA) » ANYEhell) ~ k ernel,

password:P)}
Capture_Password.provides

{(local, local, ANY {id:u), ¢, Account(P), password:P)}

Send_Password.requires.
{(local, ANY(IP), ANY Qid:u), Communicat e.send, ANY (R ogram),

password:P)}
Send_Password.provides:

{(ANY(IP), local, ¢,, Communicat e.connect, |ogin(P), Account( P))}
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Implementat ion Detalls

HeeBSD 5x System

Flaws are re-cr eations of actual e xploits
(Spyware example fr om SDSC inr usion)

Mostl y instr umented kernel t o get data
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Implementat ion Results

of Example 2
Arg4.
Prog Cdl Arg2 sa daa ReVal
ssh amhpeiTEm e 0
ssh socket 0
ssh sendto | MyPasswd | 192168.0.1 8
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Example 3: Ip r Bug

[8lgm]-Advisary-3.UNIX.Ipr.19-Aug-1991

lpr is/ was setui d root
A symbolic link is cr eated fr om a bPle t o /et c/ passwd.
lpris c alled 99 t imes

On the 100th t ime, the br st sp ool bPle is r eused, and with the

-s argument, Ipr f ollows the symlink t o / etc/ passwd and copies
a specibed ble t o the de stination of the syml ink, having been
running as roat.

Mult iple Baws. non-atomic open (creat), re-use of spools, etc...
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lpr bug: What datato
record?

Two steps:

open() syscall w hen Ipr r eads (and accepts)
the t emp ble that we ha ve arbitr arily

written

iInclude symlinks!
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Ipr b ug capability pair

Modify pa sswd.requires:

{(local, local, uitd=ANY(id:u) * eui d=roat,
Write, Ple, / etc/ passwd )}

Modify pa sswd.provides:

{(local, local, user:u, Write, Ple, / etc/ passwvd
| ocal, local, user:u, know, ALL(users), username
| ocal, local, user:u, Write, ALL(users), Accounts

)}
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Implementat ion Results

of Example 3

: Filel | File2
Prog| R'Eud | Syscall Argl Arg2 UuD | uID
lpr |100¥ 1001 open |/tmpl.t mp477 READ 1001
: [ var/ spool/

lpr 100Y 0 | symink [ /tmp/.t mp477 dfA292 1001 0
lpr 1001 1001 rm [t mp/.t mp477 1001

lpr (10017 1001 symliink /etc/passwd | /tmp/.t mp477 0 1001

/ var/ spool/ WRITE TRUNG
lpr | 100Y0 | open dfA292 CREAT 0
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Fuure Work

More examples & implementat ions
Efbciency measurements & ¢ ompa isons
Relative t ime
Universal path IDt o asscciate & minimize data.
Policy Discovery
..lo generate attack graphs
..10 do automa ed tr anslat ion of c apability pair s
to data necessaytolog and whereto log it
..o make logged data & e vents 1:1
...[o prove completeness of model
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Conclusions

Forensics is currently ad hoc; a model of f orenskcs is
necessay.

A model needs to be efbcient and effective.

We presernted an example of a f orensic model
(QLaoco3nO) kased on forensic principles.

Experimental r esults show that th is model of
forensic analysis seems to work.
Helps to idertify an d analyze intr usions quickly
Mindful of n ot r ecording t oo much or t oo little
data, or ju st the wr ong data.
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